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Introduction 
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•  OpenAppID Language Documentation 
•  Based on Lua programming language 

•  Part of Snort as of 2.9.7 
•  Additional configurable option for functionality to be enabled 

•  Capabilities 
•  Identify and Control Applications over network 
•  Report Usage stats 
•  Snort rule language supported 

•  Library of OpenAppID Detectors 
•  Over 2600 new detectors to use 
•  Open Sourced, extendable sample detectors 

 

OpenAppID – First OSS Application & Control 
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•  Lua JIT 
•  High performance, low memory footprint, scripting language 
•  Flexible, Multi-Platform, Used by multiple products/projects around the world 
•  Also included in Snort 3.0 Alpha release 

•  As part of the new configurations and Rule capabilities 

•  Applications Detections based on Patterns in traffic 
•  HTTP, SSL, SIP, RTMP/RTSP 

•  Other capabilities 
•  Future Flow support 
•  IPv6 support 
•  State tracking 

 

OpenAppID – Capabilities 
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Use Cases 
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•  https://www.snort.org/downloads 
•  OpenAppID: OpenDetectorDeveloperGuide.pdf  

•  Pattern Based Detection 
•  HTTP Protocol 

•  void open_addUrlPattern (serviceAppId, clientAppId, payloadAppId, hostpattern, pathPattern, 
schemePattern)  

•  gDetector:open_addUrlPattern(0, 0, gAppId, "nbc.com", "/", "http:"); 

•  SSL Protocol 
•  void addSSLCertPattern (type, appId, pattern)  

•  gDetector:addSSLCertPattern("0", gAppId, "facebook.com"); 

•  TCP/UDP Packet matching 
•  int matchSimplePattern (pattern, patternSize, position)  
•  if (gDetector:matchSimplePattern(”\000\002\003", 3, 0)) 

 

API Walkthrough 
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•  Detector Creation Plan 
•  Capture Traffic of that application 
•  Identify the patterns/behaviors that are unique 

•  Create additional Fast Patterns to help performance 

•  Make sure the traffic patterns are unique with multiple traffic scenarios 

•  Capture Traffic Examples 
•  Kismet detector 
•  Minecraft detector 

 

 

Detector Example:  
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Detector Case: Kismet 
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local DC = DetectorCommon 
 
DetectorPackageInfo = { 
    name =  "Kismet", 
    proto =  DC.ipproto.tcp, 
    server = { 
        init =  'DetectorInit', 
        validate =  'DetectorValidator', 
    } 
} 
 
gServiceId = 20140 
gServiceName = 'Kismet' 
gSfAppIdKismet = 1451 
 
gPorts = { 
    {DC.ipproto.tcp, 2501}, 
} 
 
gPatterns = { 
    server_resp = {'KISMET:', 1, gSfAppIdKismet}, 
} 
 
gFastPatterns = { 
    {DC.ipproto.tcp, gPatterns.server_resp}, 
} 
 
gAppRegistry = { 

 --AppIdValue          Extracts Info 
 --------------------------------------- 
 {gSfAppIdKismet,            0} 

} 

Lua Implementation 
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Lua Implementation 
function serviceInProcess(context) 
 
    local flowFlag = context.detectorFlow:getFlowFlag(DC.flowFlags.serviceDetected) 
 
    if ((not flowFlag) or (flowFlag == 0)) then 
        gDetector:inProcessService() 
    end 
 
    DC.printf('%s: Inprocess, packetCount: %d\n', gServiceName, context.packetCount); 
    return DC.serviceStatus.inProcess 
end 
 
function serviceSuccess(context) 
    local flowFlag = context.detectorFlow:getFlowFlag(DC.flowFlags.serviceDetected) 
 
    if ((not flowFlag) or (flowFlag == 0)) then 
        gDetector:addService(gServiceId, "", context.version, gSfAppIdKismet) 
    end 
 
    DC.printf('%s: Detected, packetCount: %d\n', gServiceName, context.packetCount); 
    return DC.serviceStatus.success 
end 
 
function serviceFail(context) 
    local flowFlag = context.detectorFlow:getFlowFlag(DC.flowFlags.serviceDetected) 
 
    if ((not flowFlag) or (flowFlag == 0)) then 
        gDetector:failService() 
    end 
 
    context.detectorFlow:clearFlowFlag(DC.flowFlags.continue) 
    DC.printf('%s: Failed, packetCount: %d\n', gServiceName, context.packetCount); 
    return DC.serviceStatus.nomatch 
end 
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Lua Implementation 
function registerPortsPatterns() 
 
    --register port based detection 
    for i,v in ipairs(gPorts) do 
        gDetector:addPort(v[1], v[2]) 
        DC.printf('%s: registering port %d\n',gServiceName,v[2]) 
    end 
 
    --register pattern based detection 
    for i,v in ipairs(gFastPatterns) do 
        if ( gDetector:registerPattern(v[1], v[2][1], #v[2][1], v[2][2], v[2][3]) ~= 0) then 
            DC.printf ('%s: register pattern failed for %s\n', gServiceName,v[2][1]) 
        else 
            DC.printf ('%s: register pattern successful for %s\n', gServiceName,v[2][1]) 
        end 
    end  
 

 for i,v in ipairs(gAppRegistry) do 
  pcall(function () gDetector:registerAppId(v[1],v[2]) end) 
 end 

end 
 
function DetectorInit( detectorInstance) 
 
    --print (gServiceName .. ': DetectorInit()') 
 
    gDetector = detectorInstance 
    gDetector:init(gServiceName, 'DetectorValidator', 'DetectorFini') 
    registerPortsPatterns() 
 
    return gDetector 
end 
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function DetectorValidator() 
    local context = {} 
    context.detectorFlow = gDetector:getFlow() 
    context.packetDataLen = gDetector:getPacketSize() 
    context.packetDir = gDetector:getPacketDir() 
    context.srcIp = gDetector:getPktSrcAddr() 
    context.dstIp = gDetector:getPktDstAddr() 
    context.srcPort = gDetector:getPktSrcPort() 
    context.dstPort = gDetector:getPktDstPort() 
    context.flowKey = context.detectorFlow:getFlowKey() 
    context.packetCount = gDetector:getPktCount() 
    local size = context.packetDataLen 
    local dir = context.packetDir 
    local srcPort = context.srcPort 
    local dstPort = context.dstPort 
    local flowKey = context.flowKey 
 
    DC.printf('%s:DetectorValidator(): packetCount %d, dir %d, size %d, srcPort %d\n', gServiceName, context.packetCount, dir, 
size, srcPort) 
 
    if (size == 0) then 
        return serviceInProcess(context) 
    end 
 
    if (size >= 14 and (gDetector:matchSimplePattern (gPatterns.server_resp[1], #gPatterns.server_resp[1], 
gPatterns.server_resp[2]) == 0)) then 
        DC.printf('%s: got a server_resp packet\n', gServiceName) 
        matched, ver = gDetector:getPcreGroups('KISMET: (.*) ', 1) 
        if (matched) then 
            context.version = ver 
        end 
        return serviceSuccess(context) 
    end 
 
    return serviceFail(context) 
end 

Lua Implementation 
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Detector Case: Minecraft 
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\171\001\001\000\162\001\048\129\159\048\013\006\
009\042\134\072 
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\133\002\001\128\001 
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Minecraft Lua Detector: Header/Initialization 
--patterns used in DetectorInit() 
gPatterns = {        
    --patternName        Pattern                                  offset 
    -------------------------------------------------------------------- 
    srv      = {'\171\001\001\000\162\001\048\129\159\048\013\006\009\042\134\072', 0, gSfAppIdMinecraft}, 
    cli      = {'\133\002\001\128\001', 0, gSfAppIdMinecraft}, 
} 
 
gFastPatterns = { 
    --protocol       patternName 
    ------------------------------------ 
    {DC.ipproto.tcp, gPatterns.srv}, 
} 
 
 
function registerPortsPatterns() 
 
    --register pattern based detection 
    for i,v in ipairs(gFastPatterns) do 
        if ( gDetector:registerPattern(v[1], v[2][1], #v[2][1], v[2][2], v[2][3]) ~= 0) then 
            --print (gServiceName .. ': register pattern failed for ' .. v[2]) 
        else 
            --print (gServiceName .. ': register pattern successful for ' .. i) 
        end 
    end 
 

 for i,v in ipairs(gAppRegistry) do 
  pcall(function () gDetector:registerAppId(v[1],v[2]) end) 
 end 

 
end 
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function DetectorValidator() 
… 
 local dir = context.packetDir 
 local rft = FT.getFlowTracker(flowKey) 
 if (size == 0) then 
        return serviceInProcess(context) 
    end 
 
    DC.printf ('%s:DetectorValidator(): packetCount %d, dir %d\n', gServiceName, context.packetCount, dir); 
 
    if (not rft) then 
        rft = FT.addFlowTracker(flowKey, {server_received=0}) 
    end 
 
    if (dir == DC.flowDirection.fromResponder and  
        rft.server_received == 0 and  
        gDetector:matchSimplePattern (gPatterns.srv[1], #gPatterns.srv[1], gPatterns.srv[2]) == 0) then 
            rft.server_received = 1 
        return serviceInProcess(context) 
    end 
 
    if (dir == DC.flowDirection.fromInitiator and  
        rft.server_received == 1 and 
        gDetector:matchSimplePattern(gPatterns.cli[1], #gPatterns.cli[1], gPatterns.cli[2]) == 0) then  
            FT.delFlowTracker(flowKey) 
        return serviceSuccess(context)     
    end 
 
    FT.delFlowTracker(flowKey) 
    return serviceFail(context) 
end 

Minecraft Lua Detector: Validator 
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Roadmap 
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•  OpenAppID Refactoring 
•  Plan to open more APIs for broader application identification 
•  DNS based pattern matching 
•  IP Address, Port Numbers, Protocols, Packet Length & Direction based detectors patterns 
•  Ability to combine multiple patterns and combinations of other AppIDs to form a Detector 

•  Adding appid keyword in other snort log formats like cmg 

•  Adding more fields in AppStats for better connection tracking 

•  appMapping.data appid column will be deprecated 
•  638  Firefox 0  32  0  ~  firefox 
•  appid will be the full name of the detector 
•  spaces will be allowed as part of the appid name 
•  appid’s name will not be case sensitive 

 

 

OpenAppID Roadmap 
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Open Source Community 
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•  Monthly Open Source releases of Detectors 
•  Open to New Detector requests/features 

•  Get involved in creating Application Detectors 
•  snort-openappid@lists.sourceforge.net 

•  All new updates will be available in the next major release of Snort. 

Open Source Community 




